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QUANTUM-SAFE CRYPTOGRAPHY

Cryptographic Inventory
& Asset Scanning

Finds every key, certificate, algorithm and library you run - across cloud, on-
premises and hybrid - and tells you which of them a quantum computer breaks.

WHAT IT READS

Cloud key stores

On-prem servers .
Scan engine Inventory CBOM report
Agent and agentless > one record each > CyclonedX 1.7
Network devices Scheduled or ad hoc

TLS certificates

Figure 1.Sources are read by the scan engine, recorded in one inventory, and exported as aCycloneDXCBOM1.7report.

WHAT IT DOES AT A GLANCE
. ) ITEM DETAIL
Algorithm detection

RSA, ECC, AES and the rest, wherever they are called. Integrations ServiceNow, AWS,

Azure, GCP,
HashiCorp Vault,
Kubernetes, Venafi,

Certificate scanning

TLS certificates, expiry dates and weak configurations.
and more

Dependency mapping

Which systems and services depend on which keys. Ingestion CycloneDX CBOM 1.7

REST API, CSV, JSON,
SARIF, X509 / PEM,
Nmap & TLS scans

CBOM generation
A CycloneDX CBOM 1.7 report from every scan.

EORHRTEITS MENHEr Output Machine-readable

CycloneDX CBOM 1.7
reports

Scheduled scans flag what changed since the last one.
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